Fair Processing Notice for patients:
data protection and confidentiality
Our identity – who we are, what we do.

The practice is part of the Hurley Group. The group is a traditional GP Partnership but we are rather
unique in that we run several GP practices walk in centres, urgent care centres and a health services
for unwell doctors (Practitioner Health Services)

The reasons why we collect and use patient data

We collect data on patients, so we can delivery direct patient care and this means we can process
patient data lawfully under the General Data Protection Regulations 2018 (GDPR). We are therefore
known as a Data Controller.
The health care professionals who provide you with care maintain records about your health and
any treatment or care you have received previously (e.g. NHS Trust, GP Surgery, Walk-in clinic and
Urgent Care Centres.). These records help to provide you with the best possible healthcare.
NHS health records may be electronic, on paper or a mixture of both, and we use a combination of
working practices and technology to ensure that your information is kept confidential and secure.
Records which this service hold about you may include the following information and they are
retained until a person dies;
•
•
•
•
•
•

Details about you, such as your address, email address, telephone number, legal
representative, emergency contact details
Any contact the surgery has had with you, such as appointments, clinic visits, emergency
appointments, etc
Notes and reports about your health
Details about your treatment and care
Results of investigations such as laboratory tests, x-rays etc
Relevant information from other health professionals, relatives or those who care for you

To ensure you receive the best possible care, your records are used to facilitate the care you receive.
Information held about you may be used to help protect the health of the public and to help us
manage the NHS. Information may be used within our services for clinical audit to monitor the
quality of the service provided.

Some of this information will be held centrally and used for statistical purposes. Where we do this,
we take strict measures to ensure that individual patients cannot be identified.
Sometimes your information may be requested to be used for research purposes – the surgery will
always gain your consent before releasing the information for this purpose – further detail below

How do we maintain the confidentiality of your records?

We are committed to protecting your privacy and will only use information collected lawfully in
accordance with:
•
•
•
•
•
•
•

General Data Protection Regulation 2018
Data Protection Act 1998
Human Rights Act 1998
Common Law Duty of Confidentiality
Health and Social Care Act 2012
NHS Codes of Confidentiality and Information
Information: To Share or Not to Share Review

Every member of staff who works for an NHS organisation has a legal obligation to keep information
about you confidential. All our staff undergo yearly training on data protection.
We will only ever use or pass on health information about you if others involved in your care have a
genuine need for it. We will not disclose your health information to any 3rd party without your
permission unless:
•
•
•

there are exceptional circumstances (i.e. life or death situations),
where the law requires information to be passed on (e.g. in event of a serious crime)
in accordance with the new information sharing principle following Dame Fiona’s Caldicott
information sharing review (Information to share or not to share) where “The duty to share
information can be as important as the duty to protect patient confidentiality.” This means
that health and social care professionals should have the confidence to share information in
the best interests of their patients within the framework set out by the Caldicott principles.

Hurley Group Oversight

We have assigned a Data Protection Officer who has oversight of the handling of information within
the Hurley Group. They oversee and makes decisions on information sharing and are accountable for
information risk.
If you wish to contact the Data Protection Officer please contact the service directly.

Other Data Sharing / Access Projects and special cases
Direct Patient Care

Often we have to share information for your medical care, such as with hospital when we refer you
or if you attended an urgent care centre. Many of our services also have electronic links with
another UCC service, hospital, out of hours or community service so they can see your record that
we hold and vice versa when they are dealing with your medical care. Please contact the service if
you would like more detail.

Special cases and the Law

The law requires us to share information from your medical records in certain circumstances.
Information is shared so that the NHS or Public Health England can, for example:
•
•
•

plan and manage services;
check that the care being provided is safe;
prevent infectious diseases from spreading.

We will share information with NHS Digital, the Care Quality Commission and local health
protection team (or Public Health England) when the law requires us to do so.
NHS Digital
• NHS Digital is a national body which has legal responsibilities to collect information about
health and social care services.
•

It collects information from across the NHS in England and provides reports on how the NHS
is performing. These reports help to plan and improve services to patients.

•

This practice/UCC must comply with the law and will send data to NHS Digital, for example,
when it is told to do so by the Secretary of State for Health or NHS England under the
Health and Social Care Act 2012.

•

More information about NHS Digital and how it uses information can be found at:
https://digital.nhs.uk/home

•

NHS Digital sometimes shares names and addresses of patients suspected of committing
immigration offences with the Home Office. More information on this can be found
here: https://www.gov.uk/government/publications/information-requests-from-the-homeoffice-to-nhs-digital

Care Quality Commission (CQC)
• The CQC regulates health and social care services to ensure that safe care is provided.
•

The law says that we must report certain serious events to the CQC, for example, when
patient safety has been put at risk.

•

For more information about the CQC see: http://www.cqc.org.uk/

Public Health
• The law requires us to share data for public health reasons, for example to prevent the
spread of infectious diseases or other diseases which threaten the health of the population.
•

We will report the relevant information to local health protection team or Public Health
England.

For more information about Public Health England and disease reporting
see: https://www.gov.uk/guidance/notifiable-diseases-and-causative-organisms-how-to-report

National screening programmes
•

The NHS provides national screening programmes so that certain diseases can be detected
at an early stage.

•

These screening programmes include bowel cancer, breast cancer, cervical cancer, aortic
aneurysms and a diabetic eye screening service.

•

The law allows us to share your contact information with Public Health England so that you
can be invited to the relevant screening programme.

More information can be found at: https://www.gov.uk/topic/population-screening-programmes

Medical Research

Hurley Group shares information from medical records:
•

to support medical research when the law allows us to do so, for example to learn more
about why people get ill and what treatments might work best;

•

we will also use your medical records to carry out research within the practice.

This is important because:
•

the use of information from UCC medical records is maybe useful in developing new
treatments and medicines;

•

medical researchers use information from medical records to help answer important
questions about illnesses and disease so that improvements can be made to the care and
treatment patients receive.

We share information with medical research organisations with your explicit consent or when the
law allows.
You have the right to object to your identifiable information being used or shared for medical
research purposes. Please speak to the practice if you wish to object

CCTV

Some of our practices/UCC’s have CCTV in place for security reasons. These records are kept secure
in a similar manner to patient records and follow the ICO code of practice
Information is only shared in the exceptional circumstances set out above

Risk Stratification

Risk stratification data tools are increasingly being used in the NHS to help determine a person’s risk
of suffering a particular condition, preventing an unplanned or (re)admission and identifying a need
for preventive intervention. Information about you is collected from a number of sources including
NHS Trusts and from this GP Practice. A risk score is then arrived at through an analysis of your deidentified information and is only provided back to your GP as data controller in an identifiable form.
Risk stratification enables your GP to focus on preventing ill health and not just the treatment of
sickness. If necessary, your GP may be able to offer you additional services. Please note that you
have the right to opt out.

Online Consultations (eConsults)

Hurley Group utilises online consultations. Information entered in an online consultation is stored in
your clinical record just as it would be if you had seen the Doctor face-to-face. It is subject to the
same information rules as anything else in your clinical record. As part of our commitment to
improving quality of care, many of our online consultations are now done remotely from a single
location, on behalf of all of the surgeries in the Hurley Group (the ‘eHub’). Our Doctors who work in
the eHub work for a range of surgeries across the Hurley Group. This means that you may be
contacted by a doctor who works at a different surgery to the one you go to. However, they are fully
employed by the Hurley Group and subject to the same confidentiality and information governance
rules as described in this Notice.

The Discovery Project

This is a new project looking to create a new data service where the local providers of your care (like
your GP Surgery and hospitals) will link up their data more seamlessly in order to provide you with
better quality care. Your local health and social care providers all have their own IT systems which
hold your information in different places and this service aims to pull that data together to create a
better picture of you and your care needs.
Only the Hurley Group has access to this data via strict access controls

SmartSurvey

Our Practitioner Health Services use a survey tool called SmartSurvey to process registrations forms
and user feedback. We do not store data on SmartSurvey and any personal data collected via the
SmartSurvey tool is deleted once it has been added to your clinical record. We do not ask for any
personal identifiable information in user surveys and these are usually anonymised returns.
https://www.digitalmarketplace.service.gov.uk/g-cloud/services/210809988650576
https://www.smartsurvey.co.uk/security

Access to personal information

You have a right under the General Data Protection Regulations 2018 to request access to view or to
obtain copies of what information the surgery holds about you and to have it amended should it be
inaccurate. In order to request this, you need to do the following:

•
•
•
•

Your request must be made in writing to the service - for information from the hospital you
should write direct to them
There is no charge for this
We are required to respond to you within one calendar month
You will need to give adequate information (for example full name, address, date of birth, NHS
number and details of your request) so that your identity can be verified and your records
located

Objections / Complaints

Should you have any concerns about how your information is managed, please contact the service
Manager or the Data Protection Officer. If you are still unhappy following a review by the service you
can then complain to the Information Commissioners Office (ICO) via their website www.ico.org.uk

Opting out of Data Sharing

If you are happy for your data to be extracted and used for the purposes described in this fair
processing notice then you do not need to do anything.
If you do not want your personal data being extracted and leaving the GP practice for any of the
purposes described, you need to let us know as soon as possible.
We will then enter clinical codes into your records that will prevent data leaving the practice and / or
leaving the central information system at NHS Digital.
From the 25th of May you will be able to do this online. See https://digital.nhs.uk/services/nationaldata-opt-out-programme

Other Useful Sources of Information

A highly recommended source of information for patients that helps explain how your data is used in
the health service - https://understandingpatientdata.org.uk

